NO.SO(GA)SE&LD/CERT/2026

GOVERNMENT OF SINDH
SCHOOL EDUCATION & LITERACY DEPARTMENT

Karachi, dated the 23 April, 2026
To,

The Chairman, Sindh Text Book Board (STBB), Jamshoro.

The Director General, Planning Development & Research (PD&R).

The Director General, Directorate of Inspection / Reg. of Private Institutions in Sindh.

The Director General, Provincial Institution of Teachers Education (PITE), Nawabshah.

The Executive Director, Sindh Teachers Education Development Authority (STEDA).

The Director, Sindh Education Policy Commission (SEPC).

The Director, Directorate of Curriculum, Assessment & Research @ Jamshoro.

The Director, Directorate of Literacy & Non-formal (SE&LD).

. The Director School Education (Primary / ES&HS) All in Sindh.

10. The Chief Engineers (Education Works), Hyderabad/Sukkur/Karachi.

11. The Chief Program Manager, Reform Support Unit (RSU).

12. The Director General, Directorate of Monitoring & Evaluation.

13. The Additional Director, Directorate of Teachers Training Institution Sindh,
Hyderabad.

14. The Project Director, English Medium Project.

15. The Director, Human Resources & Training (HR&T).

16. The Senior Director, Public Private Partnership (PPP Node).

17. The Director, Inspection & registration of Government Institutions.

18. The District Education Officers (all) in Sindh.

0 00 N v i B (00 B0 e

Subject:- CYBER SECURITY ADVISORY - CYBER SECURITY ADVISORY ON
CHROME DESKTOP VULNERABILITIES AFFECTING
GOVERNMENT SYSTEMS AND WINRAR PATH TRAVERSAL
VULNERABILITY.

I am directed to forward herewith the copies of letters
No.DG-II/CERT/4/124 /2023 dated 14.04.2026 alongwith its enclosures
received from Science & Information Technology Department, Government of
Sindh on the subject noted above.

It is requested to please go through the contents of the letters and
take immediate necessary action for compliance of the recommendgd security
measures under intimation to this department.

( IQBAL JUNEJO )
SECTION OFFICER (GA)
For Secretary to Gout. of Sindh

A Copy for information is forwarded to:-

. The Special Secretary (all), School Education & Literacy Department.

. The Additional Secretary (all), School Education & Literacy Department.
. The Deputy Secretary (all), School Education & Literacy Department.

. The Section Officer (all), School Education & Literacy Department.

. PS to Secretary, School Education & Literacy Department.

. The Office Order File.
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NO.DG-II/ CERT/4/124/2023
GOVERNMENT OF SINDH
SCIENCE & INFORMATION TECHNOLOGY
DEPARTMENT-021-99213409
Karachi, Dated: 14t April, 2026

The Chairman, Planning & Development Board Sindh, Karachi

The Chairman, Enquires, Anti-Corruption, Establishment Sindh, Karachi.
The Chairman/Chairperson, CMIT Sindh, Karachi

The Chairman Sindh HEC Karachi.

The Senior Member Board of Revenue (BOR)Sindh, Karachi.

The Additional Chief Secretary, Govt of Sindh :
The Principal Secretary to Governor Sindh, Governor Secretariat, Karachi.

The Principal Secretary to Chief Minister Sindh, Chief Minister Secretariat, Karach

The Administrative Secretary, Government of Sindh (All). SM_EA ‘on- a Z:’q;q_cJ S ><4P'H‘

LRNOGO AW~

10.The Provincial Ombudsman, Sindh.
11.The Inspector General of Police Sindh, Karachi
12.The Divisional Commissioner (All) in Sindh

SUBJECT: CYBERSECURITY ADVISORY - CYBERSECURITY ADVISORY ON CHROME DESKTQOP
VULNERABILITIES AFFECTING GOVERNMENT SYSTEMS

In view of multiple high-severity vulnerabilities recently identified in Google Chrome desktop versions
(Windows, macOS, Linux), the attached advisory titled "NCA-28.040326-National CERT Advisory - Chrome Deskiop
Vulnerabilities" (Annexure) has been issued by the National Cyber Emergency Response Team (National CERT).

2. This advisory outlines the technical details, associated risks, and operational impacts of these vulnerabilities
affecting Chrome versions prior to 141.0.7390.65/66 for Windows and macOS, 41.0.7390.65 for Linux. The identified
vulnerabilities tracked as CVE-2025-1 1458, CVE-2025-0, and CVE-2025-11211, include memory corruption flaws such as
heap buffer overflow and -after-free conditions, which may allow remote attackers 1o execute malicious code, cause denial
service (DoS), or disclose sensitive information by luring users to specially crafted web pages.

3 Given the widespread use of Google Chrome across government ministries, departments, and critical infrastructure
entities, these vulnerabilities pose a significant cybersecurity risk to desktop environments. Successful exploitation could
lead to remote code execution, data compromise, system instability, or service disruption. Immediate patching of affected

systerns and proactive monitoring through Endpoint Detection and Response (EDR) tools are strongly recommended to
mitigate risk.

4. [t is requested that the attached Advisory be disseminated to all relevant departments, agencies, and organizations
under your administrative control for immediate compliance and necessary action, including verification that all Chrome
installations are updated to the latest stable version,

Annexure: NCA-28.040326-National CERT Advisory - Chrome Desktop Vulnerabilities

"Disclaimer: This document contains confid
public information platform."

MUHAMMAD AKBAR Vo2l
'SECTION OFFICER( )
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A copy is forwarded for information and necessary action to: -
Chief Executive Officer Sindh IT Company (SITC), Karachi. '
Director General (nCERT). L Block, Pak Secretariat, Islamabad
- PS to Chief Secretary, Sindh. '
- Staff Officer to Special Assistant to Chief Minister Sindh, S&IT Department, Govy. of Sindh, Karachi.
- PS to Secretary 1&C, SGA&CD, Govt. of Sindh, Karachi.
. Staff Officer to Secretary S&IT ep%rtment, Gowt. of Sindh, Karachi.
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National Cyber Emergency Response Team

Sean

Government of Pakistan

i

NCA-28.040326 — National CERT Advisory —
Chrome Desktop Vulnerabilities
Introduction

Multiple high-severity vulnerabilities in Google Chrome for desktop (Windows, macOS.

Linux) have been reported, affecting Chrome versions prior to 141.0.7390.65/66 for Windows.

Mac and 141.0.7390.65 for Linux. Google released a stable update (Chrome 141.0.7320.65/85

for Windows/ac, 141.0.7380.65 for Linux) to address these vulnerabilities.

2

Threat Indicators (loC’s)

a. Vulnerabilities Identified
Google described three highlighted issues as under: -

1) CVE-2025-11458. A heap buffer overflow11in the Sync22 componsnt

enabling an attacker to overwrite memory with harmful data. potentially forcing

Chrome to execute malicious code.

2) CVE-2025-11460. A use-after-free33 error, causing an attacker to use memany

object after it has already been deleted, allowing them to insert m
hijack program flow, or crash the Chrome.
3) CVE-2025-11211. Vuln in WebCodecs44 can be exploitad. leadin

leak parts of memory, exposing sensitive info or causing minar i

severe than the other two.

b. Attack Vector

A remote altacker could exploit these flaws by enticing a user to visit a spa
web page, potentially triggering memory corruption. Exploit scenarios
malicious code exec, denial of svc (crash), or info disclosure.

National Cyter Emergency Respense Team (NCERT)
Government of Pakistan
Pak Secretarial L Block, slamabad Fakistan
+82-81-0203422 ] info @pRcertgov P | winw oacent §av Rk
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3. Risk and Impact

High Severity vulnerability could cause remote code oxoc

Svc (DoS) on affected desktops.

4. Recommended CVSS Scores (for internal prioritization)

CVE ID Vulnerability Type [lmpact CVSS v3.1 (Estimated)

:

_O<m.momm.3hmm“ Heap Buffer Overflow|RCE / Cras

8.8 (High)

CVE-2025-11460| Use-After-Free RCE , 9.1 (Critical)

CVE-2025-11211||[Memory Corruption |linfo Disclosure / RGE|8.3 (High)

5. Action Required

a. Update Chrome. Install latest stablo updito (Cliomoe  141.0.7390.65/.66 tor

Windows/Mac, 141.0.7390.65 for Linux). Verify tho update vin Monu » Halp » A

-Google Chrome. The browser will aulo-update or prompt to

b. Limit Exposure. Block or restrict access to untrustad we

from unknown senders and discourago use of brow %

(FDRY for unus

process remote content. Monitor endpoint dole

process activity.

Nationat Cybar Lmorgoney Ruapor
Govornmant of Pakiatun

Pak Socr
+82-01-97203422 |

B CamScanner
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NO.DG-II/ CERT/4/124/2023
GOVERNMENT OF SINDH
SCIENCE & INFORMATION TECHNOLOGY
DEPARTMENT-021-99213409
Karachi, Dated: 14th April, 2026

The Chairman, Planning & Development Board Sindh, Karachi

The Chairman, Enquires, Anti-Corruption, Establishment Sindh, Karachi.
The Chairman/Chairperson, CMIT Sindh, Karachi

The Chairman Sindh HEC Karachi.

The Senior Member Board of Revenue (BOR)Sindh, Karachi.

The Additional Chief Secretary, Govt of Sindh
The Principal Secretary to Governor Sindh, Governor Secretariat, Karach1

The Principal Secretary to Chief Minister Sindh, Chief Minister Secretariat, Karachi.
. The Administrative Secretary, Government of Sindh (All).
10 The Provincial Ombudsman, Sindh.

11.The Inspector General of Police Sindh, Karachi

12.The Divisional Commissioner (All) in Sindh

SUBJECT: CYBERSECURITY ADVISORY - CYBERSECURITY ADVISORY ON WINRAR PATH TRAVERSAL
VULNERABILITY

0100 2 OV [ A& O B

In view of a high-severity path traversal vulnerability recently identified in WinRAR for Windows, the attached
Advisory titled "NCA-29.040326 National CERT Advisory WinRAR Path Traversal Vulnerability (Annexure) has been
issued by the National Cyber Emergency Response Team (National CERT).

2. The advisory outlines the technical detalls, associated risks, and operational impacts of the vulnerability
tracked as CVE-2025-8088, affecting WinRAR Windows versions up to and including 7.12. The identified flaw is a path
traversal vulnerability that may allow remote attackers to execute arbitrary code by enticing users to download and open

specially crafted malicious archive files. Successful exploitation could enable attackers to place malicious files within
sensitive system directories, including Windows Startup foiders. establishing persistent access without requiring elevated
privileges.

3 Given the widespread use of WinRAR across government ministries, departments, and critical Infrastructure
entities, this vulnerability poses a significant cybersecurity risk to desktop environments. Exploitation may result in remote
code execution with the privileges of the logged-in user, persistence mechanisms through unauthorized startup entries, system
compromise, and potential disruption of services. Immediate upgrading to WinRAR version 7.13 or later, along with
inspection of startup applications and proactive endpoint monitoring, is strongly recommended to mitigate associated risks.

4 1t is requested that the attached Advisory be disseminated to all relevant departments, agencies, and
organizations under your administrative control for immediate compliance and necessary action. This includes verification
that all WinRAR installations are updated to the latest secure version and that recommended preventive and monitoring
measures are implemented.

Annexure: NCA-29.040326-National CERT Advisory-WinRAR Path-Traversal Vulnerability.

/ is not toie disclosed

( UHAMMAD AKBAR
SECTION OFFICE (

"Disclaimer: This document contains the media or any public information play
to media or any public information platform. :

A copy is forwarded for information and necessary action to: -
Chief Executive Officer Sindh IT Company (SITC), Karachi.
Director General (nCERT). L Block, Pak Secretariat, Islamabad
PS to Chief Secretary, Sindh.
Staff Officer to Special Assistant to Chief Minister Sindh, S&IT Department, Govt/of Sindh, Karachi.
PS to Secretary 1&C, SGA&CD, Govt. of Sindh, Karachi.
. Staff Officer to Secretary S&IT Department, Govt. of Sindh, Karachi.

SECTION OFFICER(TECH)
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National Cyber Emergency Response Team

Government of Pakistan

S. C)\LL TO ACTION — KEY IMPERATIVES

a. Update all Windows installations of WinRAR to version 7.13 Final immediately.
b. Verify the integrity of Windows Startup folders across all workstations.
c. Educate staff on the risks of opening unsolicited archive files.

WARNING: Failure to patch CVE-2025-8088 may allow an adversary to gain a persistent
.. foothold in|your network, leading to data exfiltration and further lateral movement.

National Cyber Emergency Response Team (NCERT)
Government of Pakistan
Pak Secretariat, L Block, Islomabad, Pakistan
+92-51-9203422 ] info@pkcertgov.pk | www.pkcert.gov.pk

@ CamScanner

Ry




Q\

NO.DG-II/ CERT/4/124/2023
GOVERNMENT OF SINDH
SCIENCE & INFORMATION TECHNOLOGY
DEPARTMENT-021-99213409
Karachi, Dated: 14t April, 2026

The Chairman, Planning & Development Board Sindh, Karachi

The Chairman, Enquires, Anti-Corruption, Establishment Sindh, Karachi.
The Chairman/Chairperson, CMIT Sindh, Karachi

The Chairman Sindh HEC Karachi.

The Senior Member Board of Revenue (BOR)Sindh, Karachi.

The Additional Chief Secretary, Govt of Sindh .
The Principal Secretary to Governor Sindh, Governor Secretariat, Karachi.

The Principal Secretary to Chief Minister Sindh, Chief Minister Secretariat, Karachi.
9. The Administrative Secretary, Government of Sindh (All).
10.The Provincial Ombudsman, Sindh.

11.The Inspector General of Police Sindh, Karachi

12.The Divisional Commissioner (All) in Sindh

SUBJECT: CYBERSECURITY ADVISORY ON APT SIDEWINDER PHISHING CAMPAIGN TARGETING
GOVERNMENT ORGANIZATIONS

PRGBS =

In view of a recently observed targeted phishing campaign attributed to the Indian-ongin Advanced Persistent Threat (APT)
group SideWinder (also tracked as Rattlesnake, Hardcore Nationalist (HN2), and T-APT-04) the attached advisory titled
“"NCA-30.070326-National CERT Advisory - APT SideWinder - Phishing Attack Government Organizations"
(Annexure) has been issued by the National Cyber Emergency Response Team (National CERT)

2. The advisory outlines the nature, risks, and operational impacts of this ongoing phishing campaign, which specifically
targets employees of Pakistani public sector organizations through impersonated domains and malicious files. The threat
actor has registered multiple deceptive domains masquerading as legitimate government entities to harvest credentials and
facilitate follow-on intrusions.

3. Given the campaign's deliberate targeting of key government organizations including the Cabinet Division, Ministry of
Defence, Ministry of Finance, Ministry of Commerce, NEPRA, and National CERT, this operation poses a serious threat
to Pakistan's public sector, defense, and critical infrastructure entities. Immediate blocking and flagging of the dentified
Indicators of Compromise (1oCs) across Email servers, Firewalls, Endpoint Detection and Response (EDR) tools, and
Security Information and Event Management (SIEM) systems is strongly recommended to mitigate risk.

4 Recipient organizations arc requested to treat this matter with utmost urgency. The attached Advisory (Annexure) contains
detailed technical insights into the threat actor's tactics, techniques, and procedures (TTPs) identified malicious
domains/URLs, and recommended preventive and defensive measures for users and system administrators.

5. It is requested that the attached Advisory be disseminated to all relevant departments, agencies, and organizations under
your administrative control for immediate compliance and necessary action.
Annexure: NCA-30.070326 - National CERT Advisory - APT SideWinder - Phishing Attack on

"Disclaimer: This document contains confidential information and is not to be dj
information platform" e

spvernment Organizations

ijp“b“c

(MUHAMMAD AKB
SECTION OFFICER(TEZH

A copy is forwarded for information and necessary action to: - -
Chief Executive Officer Sindh IT Company (SITC), Karachi. '
Director General (nCERT). L Block, Pak Secretariat, Islamabad
- PS to Chief Secretary, Sindh. ' o
- Staff Officer to Special Assistant to Chief Minister Sindh, S&IT Department, Qovt. of Sindh, Karachi.
- PS to Secretary 1&C, SGA&CD, Govt. of Sindh, Karachi.
- Staff Officer to Secretary S&IT Department, Govt. of Sindh, Karachi.

U WN

SECTION OFFICER(TECHNICAL)
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7. Potential Consequences.
Following are possible consequences if attack remained successful:
a. Credentials Compromise.
b. System compromise for expanding malicious ingress.

¢. Installation of malware.

8. Suggested Measures - Users & Administrators
a. Communication Vigilance:

1. All users and administrators are advised to remain vigilant regarding phishing
emails. Moreover, all organizations' administrators are advised to change all user
passwords for their mail server.

2. Verify identities through independent channels if any email or msg claims affiliation
with relevant organizations.

b. Device Security: Update Email, other social media applications and device operating
system regularly to patch vulnerabilities.

c. Digital Hygiene:

(1) Do not click on unknown links & URLs received through emails, social &
communication media.

(2) Strong password policy & multifactor authentication be implemented for all
users.

(3) Email spam filter on mail server settings be set to max security level.

(4) AV & URL/ Link scanners be integrated with email server for scanning of email
attachments before receipt by users.

(5) Personal mobile phones must not be connected to official PCs/ Laptops.

d. Use Reputable Security Software: Keep your AV and anti-malware software up-to-
date and actively scan your system for threats.

National Cyber Emergency Response Team (NCERT)
Government of Pakistan
pPak Secretariat, L Block, islamabad, Pakistan
+92-51-92034221 info@pkcertgov.pk | www.pkcertgov.pk
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NO.DG-II/ CERT/4/\124/2023
GOVERNMENT OF SINDH
SCIENCE & INFORMATION TECHNOLOGY
DEPARTMENT-021-99213409
Karachi, Dated: 14t April, 2026

The Chairman, Planning & Development Board Sindh, Karachi

The Chairman, Enquires, Anti-Corruption, Establishment Sindh, Karachi.
The Chairman/Chairperson, CMIT Sindh, Karachi

The Chairman Sindh HEC Karachi.

The Senior Member Board of Revenue (BOR)Sindh, Karachi.

The Additional Chief Secretary, Govt of Sindh :
The Principal Secretary to Governor Sindh, Governor Secretariat, Karachi.

The Principal Secretary to Chief Minister Sindh, Chief Minister Secretariat, Karachi.

9. The Administrative Secretary, Government of Sindh (All). _ ; '
10.The Provincial Ombudsman, Sindh.

11.The Inspector General of Police Sindh, Karachi

12.The Divisional Commissioner (All) in Sindh

08 N OF TR 0 b

SUBJECT: CYBERSECURITY ADVISORY IMPLEMENTATION OF READ ONLY MODE FOR OFFICIAL WEB

PORTALS-IMMEDIATE ACTION REQUIRED ‘

National Cyber Response Team (nCERT) ‘s advisory attached to ensure implementation /compliance, please

O\U'I-P.OJ.I\Dg—‘

MUHAMMAD AKBAR @?W%
SECTION OFFICER (TECHNICAL)

A copy is forwarded for information and necessary action to: -
Chief Executive Officer Sindh IT Company (SITC), Karachi,
Director General (nCERT). L Block, Pak Secretariat; [slamabad
PS to Chief Secretary, Sindh.

. Staff Officer to Special Assistant to Chief Minister Sindh, S&IT Department, Govt. of Sindh, Karachi.
. PS to Secretary 1&C, SGA&CD, Govt. of Sindh, Karachi.
- Staff Officer to Secretary S&IT Department, Govt. of Sindh, Karachi.

SECTION OFFICER (TECHNICAL)
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PKCERT
b. Offline Backups: Maintain recent, air-gapped backups of the website and
database for rapid restoration.
4.4 Patching & Updates Focus |
Risk '~ Recommehdation

CMS Vulnerabilities Patch WordPress/Drupal/Joomta and all plugins to the latest version.

Unauthorized Access Mandate MFA for all web administration and hosting accounts. Q\
Data Integrity Revoke write permissions for web-user database accounts imraediately.
DDoS/Resource Abuse |Route traffic through a CDN to cache static content and absorb traffic

spikes.

5. Call to Action

The National CERT strongly advises all government departments ta immediately implement the
"Read-Only" posture. IT teams must proactively monitor web logs for unautherized rmodification

attempts and ensure that all interactive entry points are sealed. Any incident or suspicious activity must
be reported to National CERT at cert@pkcert.gov.pk. .

’

National Cyber Emergency Response Team (NCERT)
Government of Pakistan
Pak Secretariat, L Block, isfamabad, Pakistan
+92-51-9203422 | info@pkcertgov.pk | www.pkcertgov.pk
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